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Privacy:	Definition

• Privacy	control	is	the	ability	of	
individuals	to	determine	when,	
how,	and	to	what	extent	
information	about	themselves	is	
revealed	to	others.

• Goal:	let	personal	data	be	used	
only	in	the	context	they	have	been	
released
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Fiction	Related	to	Privacy

3

The Lives of Others, 2006

1949

2013
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The genomic avalanche Is coming…



http://www.genome.gov/sequencingcosts/



Samples Sequencing	
machine	

3	billion	letter	
pairs,	with	high	
coverage,	to	take	
into	account:

• Sequencing	
errors

• Possible	
mutations

Raw data
(short	reads)
FastQ files

SAM/BAM	file
(aligned	reads)
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Alignment

VCF	Files
Delta	with	
respect	to
the	
reference
genome

Variant	call

From	Blood	Sample	to	Genome	Analysis



Genome	Editing	(CRISPR-CAS9)
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• Potential	to	alter	the	human
genome

• Strong	potential	for	treatment	of	
(human)	genetic	diseases

• Moratorium	pronounced	in	
December	2015	for	edition	of	
inheritable parts	of	the	human	
genome

• Used	at	least	once	on	monkeys	
in	China

CRISPR:	Clustered	regularly	interspaced	short	palindromic	repeats
CAS9	is	a	protein



Medical	Use	of	Genetics
• Genetic	disease	risk	tests	help	early	diagnosis	of	
serious	diseases

• Pharmacogenomics	è personalized	medicine
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Figure from The Economist

The	Genomic	Era
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Governmental	Initiatives	on	Genomics

• August	2014:	Prime	Minister	Cameron
Project	– Genomics	England
à 100’000	citizens

• January	2015:	President	
Obama’s	Precision	Medicine	
Initiative
à 1,000,000+	citizens
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• National	initiative	
launched	by	the	Swiss	
Federal	Government	
(2017-2020+)

• Goal:	create	a	national	
infrastructure	enabling	
the	sharing	across	
Switzerland	of	patient	
data	for	research
and	clinical	care

Swiss	Personalized	Health	Network	(SPHN)	
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Industry	Initiatives
• IT giants start proposing genome-related services

o Google Genomics (API to store, process, explore, and share DNA data)
o IBM Research (computational genomics)
o Microsoft Research (genomic research in collaboration with Sanger Center)
o Apple (the ResearchKit program)
o Amazon

• Global Alliance for Genomics & Health

o Definition of a common framework for effective, responsible and secure sharing of genomic and 
clinical data

o Security Working Group: security infrastructure policy and technology
http://genomicsandhealth.org/working-groups/security-working-group
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Privacy-Conscious	Exchange	of	Medical	
Data:	Analogy

à Exchange	of	data	related	to	
personalized	medicine

àWorld-Wide	Web	protocols

à Internet	protocols



Direct-to-Consumer	Genomics	(1/2)
• Ancestry.com (1	million+	customers)
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Direct-to-Consumer	Genomics	(2/2)

• 23andMe.com	
(1	million+	customers)
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Most	common	genetic	variation:	
Single	Nucleotide	Polymorphism	(SNP)

• Occurs	when,	at	a	specific	position,	at	least	a	
single	nucleotide	(A,C,G,	or	T)	differs	between	
members	of	the	same	species	in	more	than	1%	of	
the	population

• Potential	nucleotides	for	a	SNP	are	called	alleles
• 2	different	alleles	can	be	observed	for	each	SNP:	

– Major allele	(M)	
– Minor allele	(m)

• Every	genome	carries	2	alleles	at	each	SNP	
position
A	SNP	can	be	either:
– Homozygous	minor			[m,m]
– Heterozygous [m,M]	or	[M,m]
– Homozygous	major	[M,M] 17

A T G G C C A A C
A A G G C C A A C

A T G G C C A G C
A T G G C C A G C

Individual	A

Individual	B

.	.	. .	.	.

.	.	. .	.	.

SNP	position	2
• Alleles:	A,T
• Major:	A
• Minor:	T

SNP	position	8
• Alleles:	A,G
• Major:	G
• Minor:	A



Alice	and	Bob:
The	Long-Awaited	Happy	End

After	having	extensively	authenticated	each	
other,
after	having	exchanged	thousands	of	highly	
private	messages,
after	having	established	numerous	secure	
channels	between	each	other,
after	years	of	intense	but	platonic	relationship,	
finally,	finally…❤
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…	Alice	and	Bob	got	closer	to	each	other

A T T G C C G A C .	.	.
C T G G T C A A T

A A T G T C G T C.	.	.
C T T G C C A A C

.	.	. .	.	.

A T G G C C G A C A A T G C C A T C

A T G G C C A A C
A A T G C C A T C

Bob
Alice

Child

Gamete
Production
(spermatozoon)

Gamete
Production
(ovule)
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The	Guardian,
14	May	2017

“WannaCry”	Ransomware	Virus	(May	2017)



Hacking	of	Anthem	Insurance

• Anthem:	one	of	US	largest	health	insurers
• 60	to	80	million	unencrypted records	stolen	in	the	
hack	(revealed	in	February	2015)

• Contain	social	security	numbers,	birthdays,	
addresses,	email	and	employment	information	and	
income	data	for	customers	and	employees,	including	
its	own	chief	executive 22



US	Healthcare	“Wall	of	Shame”
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On	average,	one	breach	is	declared	every	day,	each	affecting	500+	people

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf (since	2009)



Another	Major	Concern:	Re-
identification	Attacks	against	

Genomic	Databases
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Re-identification	Attacks	on	Genomic	Data

Many	other	subsequent	studies	extended	the	range	of	vulnerabilities	for	summary	statistics:

[Jacobs	et	al.	Nature	Genet.	‘09],	[Vissecher	and	Hill	PLoS	Genet. ‘09],	[Sankararaman	et	al.	Nature	Genet.	
‘09],	[Wang	et	al.	CCS’09],	[Clayton	Biostatistics ’10],	[Im	et	al.	Am.	J.	Hum.	Genet.	‘12],	…

25

10,000	– 50,000	SNPs	are	sufficient	to	
determine	if	an	individual	was	part	of	a	cohort,	
even	when	he	contributed	<	0.1%	of	the	data



Homer	Attack
• Adversary	has	access	to	a	known	participant’s	genome
• Goal:	determine	if	the	target	individual	is	in	the	case	group
• Uses	simple	correlation	in	the	genome	(linkage	disequilibrium)
• Attack	later	improved	by	Wang	et	al.	

N. Homer, S. Szelinger, M. Redman, D. Duggan, and W. Tembe. Resolving individuals contributing trace amounts of DNA to highly complex 
mixtures using high-density SNP genotyping microarrays. PLoS Genetics, 4, Aug. 2008. 26



GA4GH	Beacon	Project

Main	features:

• Enables	researchers	to	quickly	query	multiple	database	to	find	the	sample	
they	need

• Encourages	cross-border	collaboration	among	researchers	
• Provides	only	minimal	responses	back	in	order	to	mitigate	privacy	concerns
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Beacon	1

Beacon	2

Beacon	3

Response:	yes

Researcher



Genome	Privacy	and	Security:	
a	Grand	Challenge	for	Mankind

• Required	duration of	protection	>>	1	century
• (Current)	data	size:	around	300	Gbytes /	person
• Need	sometimes	to	carry	out	computations	on	millions (if	not	

more)	of	patient	records
• Noisy data
• Correlations

– within	a	single	genome	(“linkage	disequilibrium”)
– across	genomes	(kinship,	ethnicity)

• Several	“semi-trusted”	stakeholders:	sequencing	facilities	
(including	Direct-to-Consumer	companies),	hospitals,	genetic	
analysis	labs,	private	doctors,…	

• Diversity	of	applications	(hence,	of	requirements):	healthcare,	
medical	research,	forensics,	ancestry
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Canonical	Misconception	about	
Genome	Privacy	and	Security

Genome	privacy	is	hopeless,	because	all	of	us	leave	biological	
cells	(hair,	skin,	droplets	of	saliva,…)	wherever	we	go
• Those	cells	can	be	collected	and	used	for	DNA	sequencing
• Hence	trying	to	secure	genomes	is	a	lost	battle
• What	is	wrong	with	this	reasoning?
• Collecting	human	biological	samples	and	sequencing	them	is	

expensive,	illegal,	prone	to	mistakes,	and	non-scalable!	(even	
if	sequencing	techniques	keep	improving)

• The	medical	community	(research	and	healthcare)	should	not	
be the	(indirect)	accomplice	of	massive	leaks	of	sensitive	data
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Security	/	Privacy	Requirements	for
Personalized	Health

• Pragmatic	approach,	gradual introduction	of	new	protection	
tools

• Different sensitivity levels	of	the	data
• Different	access	rights
• Exploit	existing data	(electronic	health	records)	and	tools
• Be	future-proof (no	short-sighted	“bricolage”)
• Awareness	of	patient	consent
• Secure	also	the	collection of	health	data	(via	smartphones,	
wearable	sensors,…) 31



Possible	Solutions

• Centralized	bunker	(“Fort	Knox”)

• Hardware-based	solutions	(Intel	SGX	&	Co)

• Cloud	provider	(Amazon	Cloud,	MS	Azur,…)

• Software-based,	decentralized,	open-source,	provable
secure	solutions,	with	data	staying	at	the	hospitals	

32

UnLynx



Hardware-Based	Solution:	Trusted	Hardware

33

Encrypted	
sensitive	
data:	E(X)

Encrypted	
sensitive	
data:	E(Y)

E(X)	stands	for	encryption	of	X
F(X,	Y)	is	a	computation	F	on	inputs	X	and	Y

Output:	
F(X,	Y) Output:	

F(X,	Y)

Guaranteed	by	the	CPU	
Trusted	Hardware
Example:	Intel	SGX

Insecure
Computer
Memory

Drawbacks:		- you	need	to	trust	the	vendor
- side-channel	attacks



Software-based,	decentralized,	open-
source,	provable secure	solutions,	with	data	

staying	at	the	hospitals:

UnLynx
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Problem	Statement
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Functionality:
• Enable	queriers to	query	a	set	of	distributed	

databases

Requirements:
• Confidentiality	of	data	provided	by	Data	

Providers	(DP)
• Privacy	of	individuals	storing	their	data	in	DPs	
• No	single	point	of	failure
• Computational	correctness

Threat	model:
• Queriers and	computation	entity	can	be	

malicious
• DPs	are	honest-but-curious

SELECT	AVG(cholesterol_rate)	
FROM	DP1,	…,	DPn
WHERE	age	in	[40:50] AND	ethnicity	=	Caucasian
GROUP	BY	gender



UnLynx:	System	Model
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Involved	parties:
• Collective	authority	of	m servers	S
• n Data	providers	DPs
• Clients	Q querying	the	system

=   +    +

At	initialization,	Data	Providers	encrypt	their	(sensitive)	data	with	the	public	key	(		)	formed	
by	the	3	servers.

à secure	as	long	as	at	least	one	of	the	servers	is	honest.



UnLynx:	Security	guarantees

Data	are	encrypted	during	the	
whole	process.

Data	are	shuffled to	break	
the	link	btw.	DP	and	data.

Oblivious	noise	addition	on	query	
results	ensures	differential	privacy.

Correctness	of	each	
computation	can	be	verified	
with	Zero-Knowledge	Proofs	
(proof	that	the	computation	
is	correct	without	disclosing	
the	secret	values).

Misbehaving entity	can	be	
identified	and	expelled.	

As	long	as	one	of	the	
servers	is	honest,	all	the	
other	properties	are	
guaranteed.
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UnLynx - Workflow
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Shuffling:	break	link	between	data	and	
data	providers
Distributed	Deterministic	Tagging:	
permits	to	group/filter	the	responses
Collective	Aggregation:	aggregation	of	
all	responses
Distributed	Results	Obfuscation:
addition	of	noise	to	query	results	in	
order	to	ensure	differential	privacy
Key	Switching:	transform	the	data	
encryption	from	the	collective	authority	
public	key	to	the	researcher	key	without	
decrypting



Crypto

– 128	bit	security	(using	Ed25519	Elliptic	Curve)
39

Server:
• Memory: 256GB RAM 
• Processor: Intel	Xeon	E5-2680	v3	
(Haswell)	

• Cores: 24 (with 48 threads)
• Frequency: 2.5GHzNetwork:

• Bandwidth: 1Gbps
• Delay: 10ms

Performance	Evaluation
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Performance	Evaluation



UnLynx Future	Developments

• Change	the	underlying	homomorphic	encryption	scheme	from	
ElGamal to	Lattices	to	enable	multiplications	and	more	complex	
queries

• Provide	accountability	guarantees,	identity	management	and	
topology	management	through	the	use	of	blockchains

• Real-world	deployment	in	a	medical	use	case
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Envisioned	Nation-Wide	Deployment

… with possible	international	extensions

UnLynx

UnLynx
UnLynx

UnLynx
UnLynx

UnLynx

UnLynx



Fitness-Tracking	by	Health	Insurers
(mHealth Sensors	and	Apps)	
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Our	Main	International	Research	Partners	on	
Protection	of	-omics	Data

• Cornell	Tech
• Global	Alliance	for	Genomics	and	Health	(GA4GH)
• Harvard	U.
• Longevity,	Inc.
• Stanford	U.
• UC	San	Diego
• U.	College	London
• U.	of	Darmstadt
• U.	of	Illinois	at	Bloomington
• Vanderbilt	U.
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Events	on	Genome	Privacy	and	Security
• Dagstuhl seminars	on	genome	privacy	and	security	

2013,	2015	
• Conference	on	Genome	and	Patient	Privacy	(GaPP)

– March	2016,	Stanford	School	of	Medicine
• GenoPri:	International	Workshop	on	Genome	Privacy	

and	Security	
– July	2014:	Amsterdam	(co-located	with	PETS)
– May	2015:	San	Jose	(co-located	with	IEEE	S&P)
– November	12,	2016:	Chicago	(co-located	with	AMIA)
– October	15,	2017:	Orlando	(co-located	with	Am.	Society

for	Human	Genetics	(ASHG) and	GA4GH)	
• iDash:	integrating	Data	for	Analysis,	Anonymization	

and	sHaring (already	in	previous	years
– October	14,	2017:	Orlando

è Lots	of	material	online 45



“genomeprivacy.org”

Community	website
– Searchable	list	of	publications	on	genome	privacy	and	security
– News	from	major	media	(from	Science,	Nature,	GenomeWeb,	etc.)
– Research	groups	and	companies	involved
– Tutorial	and	tools
– Events	(past	&	future)
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Conclusion	

• Worldwide,	medical	confidentiality	is	in	jeopardy
• Precision medicine requires collecting and	sharing	many more	data
• Presence	of	genomic	data	will	further	increase	the	risk
• Several	solutions,	including advanced cryptography, are	usable	to	
protect	genomic	(and	more	generally	medical)	data

• We are	working on	fully decentralised tools (UnLynx)
• We have	operational prototypes,	currently	in	deployment phase	
(at	Lausanne	University Hospital)

• There	is	a	tremendous	need	for	standardization,	especially	for	multi-
site	studies

• Our	contributions	to	genome	privacy	and	security:
http://lca.epfl.ch/projects/genomic-privacy/
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